MuHoB6pHayku Poccum

SEAEPA/IbHOE FOCYAAPCTBEHHOE BIOAXETHOE OBPA3OBATE/IbHOE YYPEXAEHUE BbICLLEFO OGPA3OBAHUA

«BOPOHEXCKWUI rOCYAAPCTBEHHbINA YHUBEPCUTET»
(®re0Y BO «BrY»)

YTBEPXKOAKO

3aBeaytowmin kKadbeapon

Bopucos AmuTpuit HUKonaesmy
Kadeapa MHGOPMaALLMOHHBIX CUCTEM

10.04.2024

PABOYAA MPOrPAMMA YYEEHON AUCLIUMN/IUHDI

51.0.41 3auwmTa B oNepaLMOHHbIX CMCTEMAX

1. Kog n HaumeHoBaHWe HanpaB/iieHMA NOArOTOBKKU/CneunanbHoCTH:

10.05.01 KomnbloTepHas 6e30nacHOCTb

2. Mpodunb nogrotoBKu/cneumnanmsayma:

Pa3paboTKa 3almLLeHHOro NporpaMmMHoro obecneveHums
3. KBanudukaums (cteneHb) BbINyCKHUKaA:

Cneuyanuct

4. dopma obyueHus:

OyHasn

5. Kadeppa, oTBeualowwas 3a peannsaumio gUCLMNANHDI:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBunHKoB AHApen FOpbesuy, 4.T.H., npodeccop

7. PeKomeHAaoOBaHa:

pekomeHgoBaHa HMC ®KH 05.03.2024, npotokon Ne 5
8. YyebHbliii roa;:

2026-2027

9.Uenu n 3agaum yue6HOM ANCUUNAUHDI:

ObyuyeHue CTyAeHTOB NPUHLMMNAM NOCTPOEHUA 3aWwuTbl HGopMaLmm B OC 1 aHaM3a HaAEKHOCTU UX 3aLLMUTbI.

OcCHOBHble 334341 AUCUMNANHDI:

o nonyyeHue 6a30BbIX 3HAHWUI O NPUHUMMNAX NOCTPOEHUNA NOACUCTEM 3alLlNTbI B ocC pasanHon APXUTEKTYpPbI;

L 3HaKOMCTBO CO cpeacrtBamm M MeToaamMmm HECAHKUMOHMPOBAHHOIO A0CTyNa K pecypcam 0o¢;

e BbipaboTKa cMCTeMHOro NnoaxoAa K npobaeme 3awmtbl nHdopmaumm 8 OC;

L oB/lageHne mexaHn3amamu 3anTbl VIHd)OpMaLI,I/II/I n n3yyeHume BO3MOXHOCTEN MO MX npeogoneHuto.

10. MecTo yueb6HOM AUCLUUNANHDI B CTPYKTYype OON:

OucumnavHa obsasatenbHol yactu (61.0). BxogHble 3HaHMA: «OnepaLmoHHbIe CUCTEMbI»



11. NMnaHupyembie pe3ynbTaTtbl 06yueHUa nNo gucunnanHe/moaynio (3HaHUA, yMeHUA, HaBbIKK), COOTHECEHHDbIE C
nnaHUpyembiMU pe3ynbTaTaMu 0CBOEHUA 06pa3oBaTeibHOM NporpaMmmbl (KOMNETEHUMAMM BbiMYCKHUKOB) U

UHAUKATOPaMU UX OO0CTUXKEHUA:

Kopa 1 Ha3BaHMe KomneTeHunm

Kog, v Ha3BaHWe nHAMKaTopa
KoMMeTeHUmMm

3HaHMA, YMEHMSA, HaBblKM

OMMK-9 CnocobeH peluaTb 3a4a4n
npodeccMoHanbHOM AeATeNIbHOCTU C
YUYETOM TEKYLLLErO COCTOAHUA U TEHAEHLUNM
pa3BUTMA METOLOB 3aLLMTbl MHGOPMALUK
B OMepaLMOHHbIX CUCTEMAX,
KOMMbIOTEPHbIX CETAX U CUCTEMAX
ynpasneHua 6aszamu AaHHbIX, a TaKKe
METO/O0B M CPeACTB 3aWMTbl UHOpPMaLLUK
OT YTEUKM NO TEXHNUYECKMM KaHanam,
ceTel n cucTem nepegaym MHGopmauum

OMK-9.11 3HaeT OCHOBHbIE
TEHAEHLUMW PAa3BUTUA METOA0B
3aLWNTbl MHGOPMaLUK B
OonepaumMoHHbIX CUCTEMAX M
cucTemax ynpasneHus 6asamu
OaHHbIX

3HAeT OCHOBHbIE TeHAEHLMM
Pa3BUTUA METOLO0B 3aLUNTHI
nHdopMaLLMM B ONEPALMOHHBIX
cucTemax u cuctemax
ynpasneHusa 6asamm AaHHbIX

OMK-9 CnocobeH peluaTtb 3aaaun
npodeccroHaNnbHOW AeATeNbHOCTU C
YUYETOM TEKYLLEro COCTOAHUA N TeHAEHLMI
pPa3BUTMA METOAOB 3aLLUTbl MHGOPMALUK
B OMepaLMOHHbIX CUCTEMAX,
KOMMbKOTEPHbIX CETAX U CUCTEeMaX
ynpasneHua 6asamm AaHHbIX, a TaKKe
MEeTOA0B U CPEeACTB 3aWnTbl MHGOPMaLUn
OT YTE€YKU NO TEXHNUYECKUM KaHaaM,
ceTel U cucTem nepegayn nHbopmaumy;

OMK-9.12 3HaeT obuwue n
cneumouyeckme yrposbl
6e30nacHOCTN onepaunoHHbIX
CUCTEM U CUCTEM ynpaBaeHua 6as
JaHHbIX

3HaeT ob6lme 1 cneunduyeckue
yrposbl 6e3onacHocTH
onepaunoHHbIX CUCTEM U CUCTEM
ynpasnieHua 6as AaHHbIX

OMNK-11 CnocobeH pa3pabaTbiBaTbh
NOJIMTUKKN 6e30MaCHOCTU, MOAUTUKU
ynpaBAeHUsA JOCTYNOM U
MHPOPMALLMOHHBIMM NMOTOKAMM B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHGOPMaLMK U
TpeboBaHU No 3awmTe MHGOPMaLUW.

OMMK-11.6 3HaeT cpeacTBa n
MEeTOAbl XPaHEHMA U Nepesaymn
ayTEeHTUPUKALUMOHHOM
nHdopmauun

3HaeT cpeacTBa U MeToAbl
XPaHeHUA U nepesayn
AyTEeHTUPUKALMOHHOM
nHbopmaLmm

OMNK-11 CnocobeH paspabaTbiBaTh
NOAUTMKM 6e30MacHOCTU, NONUTUKM
yrnpaBaeHua 4OCTYNOM U
NHGOPMALLMOHHBIMM NMOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e30nacHOCTM MHGOPMaLMKU U
TpeboBaHWU No 3awmTe MHGOPMaLUN.

OlMK-11.7 3HaeT OCHOBHbIE
TpeboBaHMA K noacucteme
ayamuTa v NoAnTMKe ayauTa

3HaeT oCHOBHble TpeboBaHUA K
noacucteme ayamTa n NOINTUKE
ayauta

OMNK-11 CnocobeH paspabaTbiBaTh
NOJIMTUKKN 6e30MacHOCTMU, MOAUTUKU
yrnpaBaeHuaA 4OCTYNOM U
NHPOPMALLMOHHbBIMM NOTOKAMM B
KOMMbIOTEPHbIX CUCTEMAX C YY4ETOM Yrpo3
6e30MacHOCTM MHOPMALUK U
TpeboBaHUI No 3awmTe MHGOPMaLUN.

OlMK-11.8 3HaeT 3aWuTHbIE
MexaH13Mbl U cpeacTsa
obecneyeHns 6esonacHoOCTU
onepaumoHHbIX CUCTEM

3Haet 3aWNTHbIE MEXaHU3MbI U
cpeacTea obecneyeHusn
6e3onacHoCTU onepaunoHHbIX
cncTem




Kopa v Ha3BaHMe KoMmneTeHunmn

Ko 1 Ha3BaHWe MHAMKaTopa
KOMMNeTeHuun

3HaHUA, YyMEHUA, HaBbIKK

OMNK-11 CnocobeH paspabatbiBaTh
NOJIMTUKKN 6e30MacHOCTU, MOAUTUKU
ynpaBaeHMa A0CTYNOM U
MHPOPMALLMOHHBIMM NMOTOKAMM B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpos3
6e3onacHoOCTN HGOPMaLUK U
TpeboBaHUI No 3awmTe MHGOPMaLUN.

OMK-11.9 YmeeT popmynunposaTb
W HacTPamBaTb NOJUTURY
6e30MacHOCTU OCHOBHbIX
ONepPaLMOHHbIX CUCTEM

YmeeT dopmynmposatb U
HacTpameaTb NMOJUTUKY
6e30MacHOCTU OCHOBHbIX
OnepPaLMOHHbIX CUCTEM

OMNK-11 CnocobeH paspabaTbiBaTh
NOAUTMKM 6€30MacHOCTU, NONUTUKM
ynpasaeHua A0CTYNOM U
MHGOPMALLMOHHBIMM NMOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C YYETOM Yrpo3
6e30nacHOCTM MHOPMALUKN K
TpeboBaHWUI No 3awwmTe MHPOPMaLMK.

OMNK-11.10 Ymeer
bopmynmMpoBaTh U HacTpamBeaTb
noanTUKY 6e3onacHoCcTH
NNOKaNbHbIX KOMMbIOTEPHBIX
ceTel, NOCTPOEHHbIX Ha Hbase
OCHOBHbIX OMEPALMOHHbIX CUCTEM

YmeeT dopmynmposatb U
HacTpameaTb NOJUTUKY
6€e30nNacHOCTN TIOKaNbHbIX
KOMMbIOTEPHbIX CETEMN,
MOCTPOEHHbIX Ha 6a3e OCHOBHbIX
OnepPaLMOHHbIX CUCTEM

OMNK-12 CnocobeH agMMHUCTPUPOBATL
onepaunmoHHble CUCTEMbI 1 BbIMOJIHATb
paboTbl N0 BOCCTAHOBNEHUIO
paboToCNoCOBHOCTU NPUKNALHOTO U

CMCTEMHOrOo NPOrpaMmmHoOro obecnevyeHums.

OMK-12.2 3HaeT npuHLMnbI
pa3paboTKM cneumanbHOro
nporpammMmHoro obecnevyeHus,
npegHasHa4yeHHOro gns
NnpeosoNeHUA 3aLLNUTDI
COBPEMEHHbBIX OMepaLMOHHbIX
CMCTEM C UCMO/Ib30BAHNEM UX
HEA0KYMEHTUPOBAHHbIX
BO3MOXHOCTE.

3HaeT NpUHUMMbI pa3paboTKu
crneuunanbHOro NPorpammHoOro
obecneyeHus,
npeaHasHaYeHHoro AN
NpPeoaoNeHUs 3aLWUTbI
COBPEMEHHbIX OMepaLMOoHHbIX
cmctem

OMNK-12 CnocobeH agMMHUCTPUPOBATL
onepaunoHHble CUCTEMbI 1 BbIMOJIHATD
paboTbl N0 BOCCTAaHOBNEHUIO
paboToCnoCOBHOCTU NPUKNALHOTO U

CNCTEMHOIO nNporpammHoro obecneyeHus.

OlK-12.4 Bnageet HaBblkaMu
CUCTEMHOrO NPOrPaMMMUPOBAHUA.

Bnageert HaBbIKaMM CUCTEMHOTO
NpPOrpammMmMpoBaHMSA

OMNK-13 CnocobeH paspabaTbiBaTh
KOMMOHEHTbI MPOrpamMHbIX 1
nporpammHo-anmnapaTHbIX CpeacTs
3aWMUTbl MIHGOPMALIMKN B KOMMbHOTEPHbIX
cUCTeMax M MPoBOAUTb aHaNU3 UX
6e30nacHOCTH.

OMNK-13.1 ymeeT popmynmpoBaTtb
M HACTpPauBaTb NOJINTUKY
6e30NacHOCTM OCHOBHbIX
onepaunoHHbIX CUCTem

YmeeT popmynmpoBaTthb n
HaCTpanBaTb NOJINTUKY
6€e30MNacHOCTM OCHOBHbIX
onepaunoHHbIX CUCTem

OMNK-13 CnocobeH paspabatbiBaTh
KOMMOHEHTbI MPOrpPamMHbIX U1
nporpammHo-annapaTHbIX CpeacTs
3aWNUTbl MHGOPMALIMKN B KOMMbHOTEPHbIX
cucTemax M NpoBOAUTb aHaIn3 UxX
6e30nacHOCTU.

Ol1K-13.2 Bnageet HaBblkaMu
pa3paboTKM NPorpammHbIX
MoZyNel, peannsyroLLInx 3a43a4u,
cBA3aHHble c obecrneyeHem
6€e30MacHOCTM OnepaLMOHHbIX
CUCTEM PaCnpPOCTPAHEHHbIX
cemencTs

BnageeT HaBblkamu pa3paboTku
NPOrpamMmMHbIX MOAYNEN,
peanunsyloLLmx 3a4auun,
cBfi3aHHble ¢ obecneveHrem
6e30MacHOCTU ONepaLOHHbIX
CcUCTEM PacnpoCTPaHEHHbIX
cemelicTB

12. O6bem AUCUMNAMHDBI B 3a4e€THbIX eauHuuax/yac:

3/108
dopma npomerKyTouHOI aTTecTaumm:

3ay4eT C oLUEeHKoM




13. TpyaoemKocCTb No Bugam yuebHoi pabotbi

Bua yyebHom paboTbl CemecTp 6 Bcero
AyauTOpHbIE 3aHATUA 68 68
JIeKUMOHHbIE 3aHATUA 34 34
MpaKkTnyeckme 3aHATUA 0 0
JTabopaTtopHble 3aHATUA 34 34
CamocTtonaTenbHan paboTa 40 40
KypcoBas paboTa 0
lMpomexyToyHaA aTTecTauma 0 0
Yacbl Ha KOHTPO/b 0
Bcero 108 108
13.1. Copaep)kaHue AUCLUNNUHDI
n/n HanmeHoBaHue CopeprkaHue pasgena Peanusauma pasgena gucumnantHbl ¢
pasaena ANCUMNANHDI NMOMOLLbIO OHNAMH-Kypca, DYMK
ANCUMNNUHDI
1. lekuumn
1.1 OCHOBbI 3aLLUTbI O6uwue TpeboBaHMA K https://edu.vsu.ru/course/view.php?id=15499
nHoopmauumn B 3awmTe MHGopmauuu,
OnepaunoHHbIX TEXHUYECKME U
cucTemax aAMUHUCTPATUBHbIE
METO/bl 3aLLMTbI, YPOBHM
[0BepuA, NOUTUKM
6e3onacHOCTH, Npodun
3aLWMThI
1.2 YnpasneHue O6beKTbl, Cy6bEKTbI 1 https://edu.vsu.ru/course/view.php?id=15499
00CTYrnom MeTo/bl 40CTYNa,
MoZeNn ynpasieHua
O0CTYMNom,
N30/IMPOBaHHasA
nporpammHas cpeza
1.3 AyTeHTudMKaumn daKkTopbl https://edu.vsu.ru/course/view.php?id=15499
nonb3oBaTenen u ayTeHTUdUKaLUK,
npoBepKa XpaHeHWe naponen,
LLe/IOCTHOCTH ayTeHTMdUKaLma no
nHdopmaumun OTKPbITOMY KaHany,
OZLHOPa30Bble Mapou,
MHoropakTopHas
ayTeHTUdUKauma
1.4 PasrpaHuyeHue basoBsasa mogens https://edu.vsu.ru/course/view.php?id=15499

poctyna B Unix n
Unix-noao6HbIx
cucTemax

pasrpaHnYeHuns gocTyna
B UNIX-noao6HbIx
cuctemax, yyet
nosnb3osaTenemn u
XpaHeHue naponemn,
perucrpaumsa
noab3oBaTenen U BXOA, B
cuctemy, PAM




n/n HanmeHoBaHue CoaepKaHue pasgena Peanunsaumsa pasgena AUCLUUMNANHDI C
pasaena ANCUMNNNHDI NMOMOLLbIO OHNAMH-Kypca, DYMK
AVCLUNIUHBI
1.5 MeToab! 3aWmnThbl Bo3moskHOCTU https://edu.vsu.ru/course/view.php?id=15499
nHpopmauuu B (capabilities) notokos B
Linux Linux, ynpasneHue
BO3MOKHOCTAMM, CMINCKM
KOHTposA goctyna Linux,
AONOHUTE/IbHblE
aTpubyTbl dainnos,
nsonauma (NpocTpaHcTaa
umeH) B Linux, cuctema
sudo, seccomp, SELinux,
AppArmor
1.6 MeToapbl 3aWmThbl Jeckpuntopbl 3aLLmMTbl 1 https://edu.vsu.ru/course/view.php?id=15499
MHpopmauum B MapKepbl 40CTyna,
Windows O/IULLETBOPEHME, CMIUCKM
KOHTpOAA A0CTyna B
Windows
1.7 OcHOBbI ceTeBoM MeskceTeBol aKkpaH Linux | https://edu.vsu.ru/course/view.php?id=15499
6e3onacHocTH n Windows
1.8 Ayant B *ypHanbl ayauTa Linux n | https://edu.vsu.ru/course/view.php?id=15499
onepaumoHHbIX Windows, ¢unabTpbl
cuctemax ayauTa
2.
MpakTuyeckue
3aHATUA
3.
NabopatopHbie
paboTbi
3.1 YnpasneHue CosfaHue yyeTHOM https://edu.vsu.ru/course/view.php?id=15499
nosb3oBaTeIAMM B | 3anucK, npucoeanHeHue
Linux K rpynne, 3ameHa
nporpammbl (060/104KHM)
no/ib30BaTe A, Co34aHne
nceBAoMno1b30BaTeNS
AN 3aMnycKa nporpammol
3.2 KoHTposib BbluncneHue n nposepka | https://edu.vsu.ru/course/view.php?id=15499
L,eNOCTHOCTH KOHTPOJIbHOWM CYMMbl,
dainos B Linux NpoBepKa L,eNIoCTHOCTM
nporpammbl Npu 3anycke
3.3 N3yyeHne PAM Peanusauma moayns https://edu.vsu.ru/course/view.php?id=15499

PAM, peanusytowiero
ayTeHTUPMKaLMIO No
cepuiiHoOMy HOMepy
ycTpoicTtea USB




n/n HanmeHoBaHue CopeprkaHue pasgena Peanusauma pasgena ANCUUNANHDI C
pasgena AVCUMNANHDI NMOMOLLbIO OHNAMH-Kypca, DYMK
AVCLUNIUHBI
3.4 N3yueHne YcTaHOBKa https://edu.vsu.ru/course/view.php?id=15499
BO3MOMKHOCTEM BO3MOXHOCTEN
(capabilities) Linux | MPOrpammel Ana
BbINO/IHEHWUA
NPUBUNErMPOBAHHbIX
nencrenin 6es
MCMNO/1Ib30BaHMA root
35 N3yyeHne Co3szaHue https://edu.vsu.ru/course/view.php?id=15499
N30N5LMN N30/IMPOBAHHON CETEBOM
pecypcos Linux cpeAbl, co3gaHue
CeTeBOro TyHHens ans
AocTyna K
N30/IMPOBaHHOM cpese,
yTuauTa unshare,
daitnosas cuctema
/sys/fs/cgroup/
3.6 MN3yueHne CospgaHue npasuia ans https://edu.vsu.ru/course/view.php?id=15499
noacmuctembl sudo | KOHKpPETHOro
nosib3oBartens
3.7 MN3yueHne OrpaHunyeHue 3anycKka https://edu.vsu.ru/course/view.php?id=15499
noAcmUcTeEMbl nporpamm 1 gocTtyna K
seccomp daiinam 3a cuet
peanmsaummn puabTpa
CUCTEMHbIX BbI30BOB
3.8 MN3yueHne CosgaHuve npasua ans https://edu.vsu.ru/course/view.php?id=15499
MEKCETEBOrO netfilter,
3KpaHa Linux OrpaHUYMBaAIOLLUX AOCTYN
K OTZAE/bHbIM CeTEBbIM
NpPOTOKOMaM M NopTam
3.9 MN3yyeHne CospaHue npasun https://edu.vsu.ru/course/view.php?id=15499
MeXaHM3MOB NOJIMTUKM OrpaHNYeHUs
orpaHuYeHus 3anycKa nporpamm
3anycKa nporpamm
8 Windows
3.10 N3yyeHne CospaHve npasua Ans https://edu.vsu.ru/course/view.php?id=15499
MeXKCeTeBoro netfilter,
sKkpaHa Windows OrpaHuMYMBaoOLLMX 40CTYN
K OTAE/IbHbIM CETEBbIM
NPOTOKO/1aM U MopTam
13.2. Tembl (pasgenbl) AUCLUNAMHBI U BUADI 3aHATUI
No HavmeHoBaHue JleKunoHHble MpakTnyeckme JNabopaTopHble CamocTtoaTtenbHan Bcero
n/n | Tembl (pasgena) 3aHATUA 3aHATUA 3aHATUSA paboTa
1 OCHOBbI 3aLWUTbI 4 0 0 2 6
MHPopmauum B
OnepaumoHHbIX
cuctemax
2 YnpasneHue 2 0 0 2 4

A0CTynom




Neo
n/n

HanmeHoBaHue
TemMbl (pasgena)

JleKUuMOHHbIe
3aHATMA

[MpaKkTnyeckune
3aHATMA

NabopaTopHble
3aHATUA

CamocTosTenbHan
pabota

Bcero

AyTeHTUdMKaLmA
nosib3oBaTesniel n
npoBepkKa
LLeI0CTHOCTK
MHpopmauum

4

0

0

2

PasrpaHunyeHune
poctyna B Unix n
Unix-nogo6HbIx
cMcTemax

MeToab! 3aLWuThI
MHbOopmaLmn B

Linux

MeToapbl 3aWmThbl
MHPopmauum B
Windows

OcHoBbI ceTeBOM
besonacHocTn

Ayant B
onepaumoHHbIX
cmcTemax

YnpasneHue
NoNb30BaTeNIAMN B
Linux

10

KoHTponb
LLeNoCTHOCTH
¢dainos B Linux

11

N3yueHne PAM

12

N3yyeHune
BO3MOMKHOCTEM
(capabilities) Linux

13

N3yyeHune
M30/1ALMN pecypcos
Linux

12

14

N3yueHne
noacucremsl sudo

15

N3yyeHune
noacucTembl
seccomp

16

N3yueHne
MeXaHM3MOB
orpaHu4yeHusa
3anyckKa nporpamm
B Windows

17

N3yueHne
MeXKCeTeBoro
3KpaHa Linux




Neo HanmeHoBaHue JleKUuMOHHbIe [MpaKkTnyeckune NabopaTopHble CamocTtoaTtenbHas Bcero

n/n | Tembl (pasagena) 3aHATUA 3aHATUA 3aHATUA paboTa
18 N3yyeHune 0 0 2 2 4
MeXKCceTeBoro

aKpaHa Windows

34 0 34 40 108

14. MeToaunyeckue yKasaHusa gna o6yyaloLmxca no 0CBOEHUIO AUCLUN/IUHDI

OucumnnvHa Tpebyet paboTbl ¢ palinammn-npeseHTaLnAMm NeKLUA U COOTBETCTBYHOLLMMM [1aBaMU PEKOMEHA0BAaHHOM
OCHOBHOMI NMTEPATYpPbI, a TaKXKe, 0653aTe/IbHOro BbINO/IHEHWUA BCeX 1abopPaTOPHbIX 3a4aHWIA B KOMMBIOTEPHOM Knacce.

CamocTtonTenbHasa paboTa NpoBOAMTCA B KOMMbIOTEPHbIX Knaccax DKH ¢ Mcnonb3oBaHMEM METOAMYECKMX MAaTepPUaNos
pacnosioXeHHbIX Ha yuebHo-meToamnueckom cepsepe GKH "\\fs.cs.vsu.ru\Library" n Ha cepsepe Moodle Bry
mood|e.vsu.ru, BbINOAHEHWEM 3334 KOHPUTYPUPOBaAHUA BUPTYanm3mpoBaHHoi UC. Bo Bpemsa camocTonTesibHOM
paboTbl CTYAEHTbI UCMONb3YIOT 3/IEKTPOHHO-OMBANOTEYHbIE CUCTEMbI, LLOCTYMNHbIE HA NopTase 30HanbHOM BubanoTekn
BrY no agpecy www.lib.vsu.ru. Yactb 3agaHuii MOXKeT ObITb BbINO/IHEHA BHE ayAUTOPUIA HA ZOMALLHEM KOMMbIOTEpE,
nocne KonmpoBaHMUA MeTOANYECKUX YKa3aHUn U Heobxogumoro MO ¢ yuebHo-meToamuueckoro cepsepa OPKH.

MpKn UCNO/Ib30BaHMMU ANUCTAHLMOHHbIX 06Pa30BaTENbHbIX TEXHONOMUIA U 31EKTPOHHOTO 06yYeHMs BbINONHATL BCE
YKasaHuA npenogasaTesiei, BOBPEMA NOAKA0YATLCA K online 3aHATUAM, OTBETCTBEHHO NMOAXOAMTb K 3a4aHUAM ANA
camocTonTesIbHOW PaboTbl.

15. MepeyeHb OCHOBHOM U A,0MNONIHUTENbLHOM IMTEPaTYPbl, PECYPCOB MHTEPHET, HEO6X0AUMBIXANA OCBOEHMUSA
ANCLUNAWNHDI

a) OCHOBHasA nuTepaTypa:

Ne McTouHMK
n/n
1 TexHonornmn obecnedyeHns 6e3o0nacHOCTY MHGOPMALIMOHHbIX CUCTEM: y4ebHoe nocobue / A. /1.

MapyxneHko, /1. O. MapyxneHko, M. A. Eppemos u ap. — MockBa; bepauH : JupekT-Megua, 2021. — 210 c.
// 9BC YHusepcutetckas 6ubnamnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) AonoIHUTeNbHanA IMTepaTypa:

No NcTouHMK
n/n
1 MpoxopoBa, O. B. UHdopmaLmMoHHas 6e3onacHOCTb 1 3almTa MHGopMmaumu: yuebHuk / O. B.

MpoxopoBa; CaMapcKuii rocyAapCTBEHHbIV apXUTEKTYPHO-CTPOUTENbHBIN YyHUBepcuTeT. — Camapa:
CamapCKm1ii rocyAapCTBEHHbIN apXUTEKTYPHO-CTPOUTE/IbHbIN yHUBepcuTeT, 2014, — 113 ¢. // 3BC
YHuBepcuTetckan 6ubanoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

8) MHGOPMALMOHHbIE 31eKTPOHHO-06pa3oBaTe /bHbIE PECypChbl:

Ne n/n NCTOUYHUK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meToanyeckmx matepuanos ®KH, \\fs.cs.vsu.ru\Library

3 O6paszoBaTe/ibHbIN NopTan "INeKTPoHHbIN yHUBepcuTet BIY", http://edu.vsu.ru

16. NepeueHb yue6HO-meTOogMUYECKOro obecneuyeHns 48 CAaMOCTOATENbHOM paboTbl

Ne n/n NCTOYHMK
1 Cepsep yuebHO-meToaMueckux matepuanos ®KH, \\fs.cs.vsu.ru\Library
2 O6pasoBaTesibHbli NopTan "INeKTPOHHBbIN yHuBepcuTeT BIY", http://edu.vsu.ru

17. O6pasoBaTenbHble TEXHO/IOTUU, UCNOJIb3yeMble NPU peann3aLmm yue6HOU AUCLUNINHDI, BKOYAs
ANCTaHUMOHHbIe 06pa3oBaTtenbHble TexHonoruu (A0T), anekTpoHHOe 0byyeHue (30), cmelwaHHoe 0byyeHue):

Jlekumn-Bm3yannsaLmm ¢ 4EMOHCTPaLMEN UAMOCTPATUBHBIX M rpadrUecKmux maTepuanos, aHUMaLum, 610K-cxem
aNropuTMOB M MPUMEPOB UCXOAHOMO KOAa, AeMOHCTPaLIMEN BbINOAHEHMSA KOMaH/, OnepaLMoHHOW CUCTEMON,
nabopaTtopHble paboTbl.

HpM peannsaunn ANCUNNINHDbI MOTYT MCNO1Ib30BAaTbCA TEXHOTIOTUN 2/IEKTPOHHOIO O6Y‘-IEHMFI N ANCTaHLUMOHHbIE
o6pa303aTeanble TEXHONOMMK Ha base nopTtana edu.vsu.ru, a TakXe gpyrue A0CTynHble pecypcCbl CeTn MHTepHeT.



18. MartepmanbHo-TeXHUUYecKoe obecneyeHne AUCLUNINHDI:

1. JleKuMOHHaa ayauTopuA, OCHALLEHHasA BUAEONPOEKTOPOM.
2. KomnbloTepHbIl Knacc Ans NpoBefeHUsa 1abopaTopHbIX 3aHATUI, OCHALLEHHbIM BUAEOMNPOEKTOpa U
KOMMbloTEpamMu ¢ onepaumoHHon cuctemoinn GNU/Linux.

19. OueHouHble cpeacTBa 414 NPOBEAEHUA TEKYLLEN U NPOMENKYTOUHOI aTTecTauuit

MopsAA0K OLEHKN OCBOEHMA 0bydatolLmMmMmcs y4ebHOro maTepuana onpeaensieTca CoaepskaHuem cneayoLmx pasaenos

OUCUMINNINHDI:

Ne Paspenbl gucumnamHbl Koag komneTteHumn | Kog uHamkaTopa OueHo4Hble cpeacTBa

n/n (mogynun) ONA TEKyLWen aTTectaumm

1 OcHoBbI 3aWnTbl MHGOPMaLMKM B OrK-9 OmnkK-9.11 CobecenoBaHue
OonepaumMoHHbIX cMcTeMax

2 OcHoBbI 3aLLnTbl UHOOPMaLMK B OlK-9 OlK-9.12 CobecepnoBaHue
onepaLmoHHbIX cUCTeMax

3 AyTeHTUOUMKaLmMAa nonb3osaTtenen n | OMNK-11 OMnK-11.6 CobecenoBaHue
NpoBepKa LLeSI0CTHOCTH
nHdopmauun

4 AyanT B onepaLMOHHbIX cMCTemMax OlnK-11 OnK-11.7 CobecepnoBaHue

5 YnpasneHue JOCTyrnom OlK-11 OlK-11.8 CobecenoBaHue

Pa3srpaHunyenune goctyna B Unix u
Unix-noao6HbIX cuctemax
MeToabl 3aWwuTbl UHGOPMALMK B
Linux

MeToabl 3aWunTbl UHGOPMALMK B
Windows

OcHoBbI ceTeBOM 6e3onacHoCTH

6 YnpasneHue Nonb30BaTeNAMn B OnkK-11 OnK-11.9 JNTabopaTtopHble paboTbl
Linux

MN3yueHne noacmctemsl sudo
KoHTposb uenoctHocTu daiinos B
Linux

7 N3yuyeHne mexceTeBOro akpaHa OlK-11 OlK-11.10 JTabopaTtopHble paboTbl
Linux

MN3yyeHne mexceTeBoro akpaHa
Windows

8 MeToabl 3aWmnTbl UHGOPMALUK B OMnK-12 OMK-12.2 CobecepnoBaHue
Linux

MeToabl 3aWmnTbl UHGOPMALUK B
Windows

9 MN3yyeHne BO3MOXKHOCTEMN OlK-12 OlMnK-12.4 JlabopaTtopHble paboTbl
(capabilities) Linux

N3yyeHune nsonauum pecypcos Linux
MN3yyeHMe noacucTeMbl seccomp

10 YnpaBneHue noab30BaTeNAMN B OlK-13 OlK-13.1 JlabopaTtopHble paboTbl
Linux

MN3yyeHne nogcucrtemol sudo
MN3yyeHMe mexaHU3MOB
OrpaHnYeHuna 3anycka nporpamm B
Windows

11 MN3yyeHne PAM OrK-13 OrlK-13.2 JTabopaTtopHble paboTbl

Mn pPOMeXYyTOHHaA aTTecTaumna



dopma KoHTpoAA - 3a4eT ¢ oL,eHKon, KoHTponbHas paboTa
OueHouHble CpeAcTBa A/ NPOMEKYTOUYHOM aTTecTauum
1. CobecepoBaHue
2. KoHTponbHasa paborta
20 Tunosble oLEHOYHbIe CPeACcTBa M MeTOAMUYEeCKUe MaTepurarnbl, onpeaensaiolme npoueaypbl OLeHUBaHUA

20.1 TeKyLwKii KOHTPOJIb YCNEBAaeMOCTU

TeKyLMIA KOHTPO/Ib YCNEeBaeMOCTHM BbIMOHAETCA Mo 1abopaTopHbIM paboTam.

Mo Ka)K4o0M BbiNo/SIHEHHOW paboTe Ao/xKeH BbITb MPeAoCcTaB/eH OTYET, BKIKOYAIOLWMIA MCXOAHbIN KOA, pa3paboTaHHbIX
Nnporpamm 1 onucaHune NoJlydyeHHbix pe3yabTatos. Mo oTyeTy npenoaasaTesib BNpase 3a4aTb AOMNOJHUTEbHbIE
BOMNPOCbI 4/19 YTOYHEHMA YPOBHA NOHUMaHNA maTepurana. /labopaTopHasa paboTa oueHmBaeTca makcumym 8 100
6annos.

anBe,ﬂ,éHHble HWXXe 3a4aHNA peKomeHOyeTCA NCNo/1b30BaTb NpU npoBeaeHNN ANArHOCTUYECKUX pa60T ANnA OUeHKU
OCTaTOYHbIX 3HAHWUI MO ancumnnnHe

KomneteHuusa OMK-9

33a4aHu1sA 3aKPbITOro TMNa

1) KaKue 13 nepeyncsieHHbix ganee metTog0oBs 3almTbl MHGOPMALMM OTHOCATCA K TEXHUYECKMM MEeTO4am 3alLmTbl
a) PaspaboTka NoMTUKM 6e30nacHOCTH
b) KoHTponb LenocTHoCTM HbOopMaLnn
c) PasrpaHuuyeHune goctyna
d) Co3paHue 1 xpaHeHne pe3epBHbIX KOMUI LieHHOM HbopMmaLmum
e) KpunTorpadumyeckas sawmTa
f) Ayaut 6e3onacHocTn
2) Mcespononb3oBaTteny B UNIX n UNIX-nogo6HbIX cuctemax aTo

a) 3aperncTpmpoBaHHble No/b30BaTeM (€CTb YY4ETHAA 3aMUCh B CUCTEME), KOTOPbIE HE aCCOLMMUPYIOTCA C
YyesI0BEKOM

b) Monb3oBatenu, paboTatowme B cucteme yaanieHHo
c) NMonb3oBaTenu, OCTyN KOTOPbIX B CUCTEMY BPEMEHHO OrpaHnYeH
d) HuskokBannouLMpoBaHHbIe Nob30BaTeENN
3) OnepaunoHHan cMcTema HasbiBaeTCA 3alULLEHHON, ecn
a) HasHauyeH cucTeMHbIN aAMUHUCTPATOP
b) OHa He noaKkntouyeHa K ceTn NIHTepHeT
c) B Hei peann3oBaHbl CpeacTBa 3aWmUTbl MHGOPMaLUK
4) Wcnonb3oBaHWe MOAENN YNPaB/ieHUs AOCTYNOM TUMNa U30/IMPOBaHHasA NporpammHan cpega obecneymnsaert

a) CYLLI,ECTBEHHOE noBblWeHNeE 3alNULLEHHOCTU OT NPOrpaMMHbIX 3aK/1ag0K MO CPpaBHEHUIO C ,D,MCKPELLMOHHOVI
Mmogenbro

b) BblCOKyI0 HaAeXHOCTb 3aLlWMThl OT YTEYKM MHDOPMAL MK
5) TMepeyncanTe NyHKTbI, onpeaensiowme obme TpeboBaHMA K 3awmute MHGopmaumm
a) CoxpaHeHue KoandyecTsa MHbopmaLmum
b) CoxpaHeHue LenocTHOCTU MHPOoPMaLUK
c) CoxpaHeHue popmaTa npeacraBaeHns nHbopmaLlmm
d) CoxpaHeHune aocTynHoCTU MHbOoPMaLMK
e) CoxpaHeHue KoHOMAEHLMaNbHOCTU MHbOoPMaLMK
OTBeTbI Ha BOMPOCHI

Homep Bonpoca OtserT (byKBa)




b,cef

a
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3a4aHnA OTKPLITOro TMMNa

1) CKONbKO METOA0B AOCTYNa Pa3/MYaeTca B TPAAMLMOHHON Mmoaenu pasrpaHuyeHns goctyna UNIX

2) Hanuwwute KOMaHAy, YTOObI HAa3HaYUTb NONAb30BaTeNs ivan Bhagenbuem danna c umeHem file B Tekylem Katanore

OTBeTbl Ha BONPOCHI

Homep Bonpoca OTseT
1 3
2 chown ivan file uan chown ivan ./file

3a4aHu1sA C Pa3BEPHYTbIM OTBETOM

1) [aitte onpeaeneHne NoANTUKKM 6e30MacHOCTU
2) [aiiTe onpeaeneHue npasa AoCTyna

OTBeTbl Ha BONpPOCHI

Homep Bonpoca OtserT (byKBa)

8 Monntuka 6e3onacHoCTV — 3To HAbop NPaBU, PernameHTUPYIOLLMX NOPASOK
XpaHeHusa n 06paboTkM MHbopMmaLmm

KpuTtepumn oueHmBaHuA LLIkana oueHok (B 6annax)

ObyuatoLmincs gan npaBuabHOE onpeaeneHne NoaUTUKK 6e3onacHoCTU 3 6anna

Obyuatowumiica fan npasuabHoe onpeaeneHue noaMTukn 6esonacHoctn. | 2 6anna
OTBET COAEPKUT HE3HAUUTE/IbHbIE HETOYHOCTU

ObyuatoLmincs gan He TOYHOE onpeaesieHne NoAUTUKM Be3onacHoCTU. 1 6ann
OTBET He CoAEePHKUT rpybbIX OLLMOOK NN HETOYHOCTEN

Obyuatowpiica gan He TOYHOe onpeaesieHne NoAUTUKU Be30MacHOCTU. 0 6annos
OTBET COAEPKMUT rpybble OLWMBKM M HETOUYHOCTU

Homep Bonpoca OtserT (byKBa)

9 MpaBo 40CTyNa — 3TO BO3MOXKHOCTb CybbeKTa A0CTyna BbINOAHATL AOCTYMN K 06beKTy
[,0CTyna no HEKOTOPOMY MeToAy A0CTyna

KpuTepuun oueHmBaHuA LLIkana oueHok (B 6annax)
Obyuatowmiica gan npasubHOe onpeaeneHue npasa AocTyna 3 6anna
Obyuatowpmiica gan npasu/bHOe onpeaeneHue npasa gocryna. OTeet 2 6anna

COA4EPHKUT HE3HAYUTENNbHbIE HETOYHOCTU

Obyyatowumiica gan He TOYHOe onpeseneHve npasa foctyna. OTBeT He 1 6ann
COAEPHKUT rpybbliX OLUIMOOK U HETOYHOCTEN

Obyuatomiica fan He TOYHOE onpegeneHune npasa goctyna. OteeT 0 6annos

coaepxuuT I'DYGbIe OLIMBKM NN HETOYHOCTU




KomneteHuus OMNK-11

3a4aHnA 3aKPbITOro TMna

1) MonuTtuKa 6esonacHoOCTU 3TO
a) CKpuNT AN NPOBEPKM LeIOCTHOCTM MHPOpMaLLMK
b) Habop npasun, pernameHTUPYOWUX NOPSALOK XPaHEeHNA U 06paboTKM MHPOPMaLUN
c) MeTog ayTeHTUdMKaLMM NONb30BaATENA
d) Habop npaBun 4ns aHanM3a AaHHbIX ayauTa 6e30MacHOCTM
2) ApekBaTHasA NoaMTMKa 6esonacHocTH
a) NonnTrKa 6esonacHocT1, obecneynBatoLLan LOCTAaTOUHbIM YPOBEHb 3aLLUTLI 6€3 USNULLHUX OTPaHUYEHUI U
HeyaobcTB B paboTe nonb3osartenem
b) MonnTtnka 6esonacHocTM, obecneynBalowan rapaHTMPOBaHHYHO 3aLWMTY MHbOPMaLUK
3) AyauT cucTeMHbIX COBbITUIA No3BOAAET
a) BBecTv 4ONOAHUTEbHBIN YPOBEHb pa3rpaHUYeHmns 40CTyna K 06beKkTam A4ocTyna
b) CBoeBpemeHHO 06HaPYKMUTb MOMbITKM HaPYLUEHUA NOAUTUKM Be3onacHOCTH
c) CBoeBpeMeHHO 0O6HaPYKNTb U3MEHEHMA BaXKHbIX 418 6€30NaCHOCTU CUCTEMHbIX HAaCTPOeK
d) MpenoTBpaTMTL HAapyLWEHWE LEeNOCTHOCTM AaHHbIX
4) OueHOYHbIN ypoBeHb AoBepuAa 1 npeanonaraer
a) MMHMMaNbHbIN YyPOBEHb AOBEPUS, OCHOBAHHbIN Ha Hainyme B cocTaBe OC HEKOTOPbIX CPEACTB 3aLUTbI
b) YpoBeHb AoBepUsA OT yMEPEHHOIO A0 BbICOKOrO B OTHOLUEHUM YyiKe cyliecTBytower OC obwero HasHayeHusa
c) BbicoKkmi ypoBeHb foBepua ans paspabatbiBaemoinn OC
d) YBepeHHocTb B 6e3onacHoctit OC npu paboTe B yCAOBUAX YPE3BbIYANHO BbICOKOTO PUCKA
5) OueHoYHbIN ypoBeHb AoBepus 4 npeanonaraet
a) MUHUMaNbHbIM YPOBEHb A0BEPUSA, OCHOBAHHbIV Ha Hannyme B coctaBe OC HEKOTOPbIX CPEACTB 3aLLMUTDI
b) YpoBeHb f0BEpUA OT yMEPEHHOTO 10 BbICOKOrO B OTHOLWEHMM Y3Ke cywecTBytolein OC ob6LLero HasHaveHusn
c) BbicoKMIi ypoBeHb AoBepua Ans paspabaTtbiBaemoint OC
d) YBepeHHoCTb B 6e3onacHocTn OC npu paboTe B yC/I0BUAX YPe3BbIYanHO BbICOKOTO pUCKa

OTBeTbl Ha BONpPOCHI

Homep Bonpoca OrtBeT (bykBa)
1 b

2 a

3 b, c

4 a

5 b

3a4aHuUs OTKPLITOro TMNa

1) CKO/bKO OLLEHOYHbIX YPOBHel aosepus onpeaeneHo s FOCT P MCO/M3K 15408-3-2013

OTBeTbl Ha BON POCbI

Homep Bonpoca OTser

1 7

3a4aHu1sA C Pa3BEPHYTbIM OTBETOM

1) OnuwwuTe Npoueaypy B3aMMHOW ayTEHTUDUKALIMM CEPBEPA U K/IMEHTa Ha ocHoBe anroputma OCRA (Open-
Authentication Challenge-Response Algorithm)
OTBeTbl Ha BOMpPOCHI



Homep Bonpoca Kputepuun oueHnsaHuA

1 CeKpeTHbIl Kto4y K gonkeH BbITb anpuOPHO U3BECTEH CEPBEPY U KIUEHTY,
CEKPETHbIN KoY He NepesiaeTcs No KaHany cBA3W. KAMeHT nocblaaeT 3anpoc Ha
B3aMMHYI0 ayTeHTUOMKALMIO CO CnyvaHbIMK AaHHbIMK Dc. CepBep Bblumcnaet
OCRA(K, Dc) n oTnpasaseT NosyYeHHbIN X3LU K/IMEHTY, TaKKe cepBep oTnpaBaseT
CBOM C/lyYalHble AaHHble Ds Ana ayTeHTUdUKALUM KnneHTa. KnneHT cpaBHMBaeT
NOJIy4eHHbIN OT cepBepa X3l € OXKnAaeMbiM. Ecnun xaw coBnagaeTt, TO KANEHT Tenepb
nosepseT cepBepy. KnneHT Bbluncnaet OCRA(K, Ds) u oTnpasaseT NOAyYeHHbIN X3LU
Ha cepBep. CepBep CpaBHMBAET MNOYYEHHbBIN X3LW C OXUgaembiM. Ecam xaww
COBMNajaeT, TO CepBep Tenepb AOBePAET KANEHTY. B3aumHas ayteHTUdMKaLmaA

BbIMO/IHEHA
KpuTtepuu oueHnBaHus LLIkana oueHok (B 6annax)
Ob6yyvatoLmiica NpaBUIbHO ONMcan NPoLLesypy B3aMMHOM 3 6anna

ayTeHTUPUKALMKM cepBepa U KIMeHTa Ha ocHoBe anroputma OCRA

ObyuyatoLmincs NpaBuabHO onmncan Npoueaypy B3aumMHoM 2 6anna
ayTeHTMdMKaL MK cepBepa U KAMeHTa Ha ocHoBe anroputma OCRA. OTteeT
COAEPKMUT HE3HAUUTE/IbHbIE HETOYHOCTM

ObyyatoLmincs He LOCTaTOYHO TOYHO OnKMcan npoueaypy B3aMMHOM 1 6ann
ayTeHTMdMKaLMKM cepBepa U KAMeHTa Ha ocHoBe anroputma OCRA. OTteeT
He CoAepPXKUT rpybbix OWMOBOK MAN HETOYHOCTEN

ObyyatoLmincs He AOCTaTOYHO TOYHO OnuMcan npoueaypy B3aMmHoM 0 6annos
ayTeHTUPUKALMM cepBepa U KIMeHTa Ha ocHoBe anroputma OCRA. OTeeT
COAEPHKUT rpybble OWMOKM N HETOYHOCTM

KomneteHuusa OMNK-12

334aHu1sA 3aKPbITOro TMnNa

1) B UNIX 1 UNIX-nofo6HbIXx onepaumoHHbIX cucTemax
a) Monb3oBaTesIbCKMe MapO/IN XPAHATCA B OTKPLITOM BUAE
b) Monb3oBaTenbckMe Napoau XxpaHATCA B 3aIMPPOBAHHOM BUAE
) XpaHaTtca pe3ynbtaTbl HeobpaTMMOro NnpeobpasoBaHUs Nonb3oBaTeNbCKUX Naponeli (hash)
d) MHpopmaLma 0 naponsx nonb3oBaTenel He XPaHUTCA B cUCTEME
2) YTO MOXKET UCMO/Ib30BaTbCA B KavecTBe dpakTopa ayTeHTUdMKaLmm
a) HekoTopas cekpeTHas MHPOPMALLMA, M3BECTHAA TO/IbKO aBTOPU30BAaHHOMY MO/1b30BATENO (NApPOsb)
b) HekoTopbIl YHUKANbHbIV 06BEKT, KOTOPbIV €CTb TONILKO Y aBTOPU30BAHHOIO NO/1b30BATENS (KNHOY)
c) HekoTopana xapaKTepMCTMKa, NPUCYLLAA TOJIbKO aBTOPM30BAHHOMY MO/Ib30BaTENO (BMOMETpUYecKkne gaHHble)
3) Y70 TaKoe MMMTOBCTaBKa B NepesaBaeMoM COODOLLEHUN
a) CnewumanbHblii MPOBEPOYHbIN KOA, NepesaBaemblii BMECTE C AaHHbIMU A7 NPOBEPKU LLeNIOCTHOCTU AaHHbIX NPU UX
nepegave no HeHaZeXKHoOMy KaHany
b) ®parmeHT N0XKHOIM MHDOPMaLMK, BCTAaBAAEMbIN B NepegaBaemoe coobuieHne ana aesmHbopmaumnm
3/10yMblLNIEHHMKA
¢) UmnTaums nepesayum AaHHbIX 410 NPOBEPKMN HAAEKHOCTU KaHana nepesayn
d) UaeHTudMKaTop oTNpaBuTens coobLleHus

OTBeTbl Ha BON POCbI

Homep Bonpoca OtserT (byKBa)
1 o

2 a,b,c

3 a




3a4aHnA OTKPLITOro TMMNa

2) Pa3smep xawa (B 6UTax), popmmnpyemoro aaroputmom MD5
OTBeTbl Ha BONPOCHI

Homep Bonpoca OTser

1 128

3a4aHus C Pa3BEPHYTbIM OTBETOM

1) VYpoBeHb foBepus, OLEHOYHbIE YPOBHU A0BEpUs
OTBeTbI Ha BOMPOChI

Homep Bonpoca KpuTepuu oueHnBaHmA

1 [Josepue — cTeneHb yBepeHHOCTU B TOM, YTO OMNepaLoOHHanA cMcTema oTeBeYvaeT
TpeboBaHMAM 6e30MacHOCTM, OLLEHOYHbIE YPOBHU AoBepuA onpeaeneHbl B FTOCT u
[.2t0T BO3MOXHOCTb CPaBHEHWA PA3/INYHBIX CUCTEM W NMOAUTUK Be30nacHOCTM

KpuTepun oueHnBaHus LLIkana oueHok (B 6annax)

Obyuatowmiics gan npasuabHOE onpeaeneHne YpoBHA A0Bepus, 3 6anna
NepeyYncana U cCpaBHUA MexKay coboi OLLeHOYHbIe YPOBHU A0BepUs

Obyuatolmincs gan npaBuabHOE onpeseneHne YpoBHS A0oBepus, 2 6anna
nepeyncann 1 CPaBHUA Mexay coboit OLLeHOUYHbIE YPOBHM A0BEPUS.
OTBET COAEPKUT HE3HAUMTENbHbIE HETOYHOCTU

ObyyatoLmincs He Aan TOYHOE onpeaesieHne ypoBHA A0Bepus, He 1 6ann
nepeyncann UAN He CPaBHUA MeXAY COBOM OLLEHOUYHbIE YPOBHU
nosepus. OTBET He COAEPHKMUT rpybbiX OWMBOK MAN HETOUYHOCTEN

ObyyatoLmincs He Aan TOYHOE onpeaesieHne ypoBHA A0Bepus, He 0 6annos
nepeyncana AN He CPAaBHUA MEXAY CODBOW OLLEHOYHbIE YPOBHU
nosepus. OTBET COAEPHKUT rpybble OWMBKM U HETOYHOCTU

KomneteHuus OMNK-13

3a4aHunA 3aKpbLITOro TMNa

1) B UNIX 1 UNIX-nogo6Hbix onepaumoHHbIX cuctemax MHGopmMaumsa o Nosib3oBaTesiAxX, BKAUan N0T1MH, naeHTMduKkaTop
Nno/Ib30BaTE/NA M €70 NEPBUYHON FPYNMbl, ZOMALHWIA KaTanor U MMA NPOTrPaMMbl A5 3anyCcKa NPU UHTEPAKTUBHOM BXOAe
nonb3oBaTens XpaHuTca B ¢aiine

a) /etc/login
b) /etc/passwd
c) /etc/group
d) /etc/shadow
2) MpocTtpaHcTBo nmeH IPC B Linux
a) Co3paeT M30MPOBaHHYHO CETEBYIO Cpeay ANA rPynmnbl NPOLLECCOB, BKAOYAA ceTeBble MHTepdelickl, dUNbTPbI U
TabAnubl MapLwpyTU3aLUm
b) BupTyanusupyet cuctemHble naeHTudurkatopbl hostname n domainname
c) M3onmnpyeT 06bEKTbI MEKMPOLLECCHOTO B3anmoaenctama (cemadopbl, pasgensemyto NnamsaTb, o4epesn CoobLLeHui)
d) M3onmpyeT npoueccbl OTHOCUMTENIbHO onepauuii mount/umount
3) MpocTtpaHcTBo nmeH Network B Linux
a) Co3paeT M30/IMPOBaHHYHO CETEBYIO Cpeay ANA rPynnbl NPOLLECCOB, BKNtOYAA ceTeBble MHTepdelickl, GUAbTPbI U
TabAnupbl MapwpyTU3aLmum
b) BupTyanusmnpyet cuctemHble naeHTudurkatopbl hostname n domainname
¢) 3onunpyeT 06bEKTbI MEKMPOLLECCHOTO B3aumoaelncTeua (cemadopbl, pasgensaemyto namaTb, odepesmn coobLLeHmiA)
d) M3onmpyeT npoueccbl OTHOCMTE/IbHO OMnepauuii mount/umount



OTBeTbl Ha BoN POCbI

Homep Bonpoca OtserT (byKBa)
1 b
2 o
3 a

3a4aHu1s OTKPbITOro TMNa

1) HanuwuTe KOMaHAy ANA NONYYEHUA CNINCKA CeTeBbIX U MHTEPENCOB B NPOCTPaHCTBE MMeH ceTu home

OTBeTbl Ha BoN POCbI

Homep Bonpoca OTser

1 ip netns exec home ip link show

unu ip netns exec home ip link list

3a4aHu1sA C Pa3BEPHYTbIM OTBETOM

1) Kakoe gericteune nmeet dnar apPpeKTnBHbIX BO3MOXKHOCTel (effective) dpalina nporpammbl

OTBeTbl Ha BoN POCbI

Homep Bonpoca Kputepuun oueHnsaHuA

1 Ecnv atoT dnar yctaHoBAeH y daitia nporpammel, TO BCE HOBblE BO3MOXKHOCTMH,
KOTOpble NOABWUIUCH B CMIUCKE pPa3peLleHHbIX BO3MOXHOCTEN NOTOKa B pe3y/ibTaTe
WUCNONHEHUs execve, byayT aBToMaTU4ecku AobasneHbl B HAbop apPeKTUBHbIX
BO3MOKHOCTEN MOTOKA

KpuTtepum oueHmBaHuA LLIkana oueHok (B 6annax)

ObyuyatoLmincs NnpaBuabHO onucan gencreme dnara aPpPeKTUBHbIX 3 6anna
BO3MOXHocTel (effective) darina nporpammbi

ObyuatoLmincs NnpaBuabHO onucan gencrene dnara 3GPeKTUBHbIX 2 6anna
BO3MOXKHocTel (effective) palina nporpammel. OTBET COAEPHKUT
HEe3HaYUTe/IbHble HETOYHOCTM

ObyyatoLmincs He AOCTAaTOYHO TOYHO onucan aericteme dnaara 1 6ann
addeKTUBHbIX Bo3MmoxkHocTew (effective) palina nporpammsl. OTBET He
COAEPHKUT rpybbIX OLUIMOOK UAN HETOYHOCTEN

ObyyatoLmincs He AOCTAaTOYHO TOYHO onucan aericteme dnaara 0 6annos
addeKTUBHbIX Bo3MmoxkHocTel (effective) palina nporpammel. OTBET
COOEPKUT rpybble OLWMOKN U HETOYHOCTH

20.2 MMpomerkyTouHana aTrecTrauma
3apaHuUA K KOHTPOIbHOM paboTe

1. B onepauuoHHoM cucteme GNU/Linux co3aaiTe y4eTHyI0 3anmncb NceBaonob30BaTens A1 3anycka nporpammei
date

2. B onepaunoHHol cucteme GNU/Linux onpeaenvte npasmno sudo, KOTOpoe NMo3BOASAET MoJib3oBaTesnto userl
BbIMO/IHATL OT UMeHU user2 KkomaHabl mkdir u rmdir

3. B onepaunoHHol cucteme MS Windows cosgaiTe yueTHyto 3anmck nonb3osatena Windows v paspelumTte emy
BXOZ, B CMCTEMY TO/IbKO C NOHeAeIbHMKA MO NATHWULY ¢ 8 o 17 yacos

4. B onepaumoHHol cucteme GNU/Linux onpeaennte npasunio sudo, KOTOPoe NO3BOSET YieHam rpynnbl operaror
BbINOMIHATL KOMaHApbl /mount u /umount 6e3 BBoaa napons



10.

B onepaumoHHol cucteme GNU/Linux co3gaiiTe npaBMIo MeXKCETEBOro sKpaHa A4/ 3anpeTa A40CTyna ¢
JIOKaNbHOro KoMnbloTepa K canTy www.anekdot.ru

B onepauunoHHol cucteme MS Windows ¢ Mcnosib3oBaHMEM KOMAHAHOM CTPOKM CO34ainTe NpaBuio bpaHamayapa
O1a BNOKMPOBKM BXOAALMX 3X0-3aNPOCOB B MyB/AMYHBIX CETAX

B onepaumoHHoi cucteme GNU/Linux co3gaiiTe yueTHyt0 3anmncb noib30BaTeisi C Co34aHMeM Napoisa npu nepsom
BXOZe€ NOoJIb30BaTeNs B CUCTEMY W OrpaHUYbTe CPOK AelcTBUA naponsa fo 10 aHel

B onepauunoHHoi cucteme MS Windows co3gaiite y4eTHyto 3anmncb HoBoro nonb3osatens Windows 1 orpaHuybte
cpoK ee geiicteusa go 10 aHel

B onepauunoHHol cucteme MS Windows 3anpeTute 3anyck pefakropa peecTpa

B onepaymoHHol cucteme GNU/Linux cosgaiite cooblieHne, KoTopoe byaet oTobpakaTbCsa B KOHCOAN Npw
KaKZOM BXOZe NoJ1b30BaTe A B CUCTEMY

OnucaHue TeXxHoNormu nposeaeHuA

KoHTpOo/IbHblE PaboTbl BbINMOAHAKOTCA HA KOMMNbIOTEPE M HA NPOBEPKY CAAETCA UCXOAHbIV KOA, UAN IMCTUHT KOMaHAb!
HTepdelica KOMaHAHON CTPOKMU

TpeboBaHMUA K BbINOAHEHUIO 334aHUI (MU WIKaNbI U KPUTEPUMN OLLEHUBAHUA)

B KOHTpOJ’IbHOl‘;I pa60Te BCe 3a[,aHNA OLEeHNBAOTCA B 5 6annos (MaKCVIMa}'IbHO BO3MOXXHaA CyMmma nNpu BbINOJIHEHUNA

BCex 3ap,aHm71 -50 6ann03). an OLWMBKaX B BbINOAHEHUN 3a4aHNA WU HE NOJIHOM BbINO/IHEHUU OLLEHKA 3a 3a4aHne

cHuKaeTca. OLeHKa 3a KOHTPO/IbHYIO paboTy onpeaenaeTca Kak cymma 6an10oB, HabpaHHbIX 3a BCe 3a4aHus.

MNepeyeHb BONPOCOB K cobecepoBaHuio

1.

2.
3.
4

Obwme TpeboBaHMA K 3aWwmTe UHGOPMALMN. TEXHNYECKME M AAMUHUCTPATUBHbIE METOAbI 3aLMUTbI.
MNMonnTrka 6es3onacHoCTU.

YpoBeHb gosepusa. OLeHo4YHble YpoBHU goBepusa. Mpoduab 3aLLmTbI.

YnpasneHue goctynom. O6bekTbl, CybbeKTbl, MeToAbl AocTyna. MNpaso goctyna. Mpusuaerns. MoaHomouums.
Ponb. Cynepnonb3osaTtens.

TunoBble MOZENN yNpaBAeHUA JOCTYNOM (4aTb 0bLLee onpeaeneHne AUCKPELMOHHOIO YNpaBaeH s 4OCTYNOM,
MaHZaTHOro ynpas/iieHne A0CTYNOM U M30/IMPOBAHHOM NPOrpaMmMHON cpeabl)

LucKpeumoHHOe ynpasaeHune goctynom. MaTpuua goctyna. MaHaaTt Bo3MoOXKHocTen. CMMCOK KOHTPONA
aocrtyna.

MaHgaTtHoe ynpasneHue goctynom. Mogenb benna-/lanagynol.

N3onnpoBaHHaa nporpammHas cpea.

AyTeHTUOMKaLMa nonb3oBaTenei. akTopbl ayTeHTUOMKaLMU. O4HOPA30BbIN Napob.

10. MHorodaKTopHas ayTeHTUdUKauus. XpaHeHWe naponen.

11. Anroputm nposepku LenoctHoctn HMAC.

12. AyteHTuduKauma HOTP Ha ocHOBe 04HOPA30BbLIX NAPOJIEN.

13. AyteHTUdMKauma TOTP Ha ocHOBe O4AHOPA30BbIX MAPO/EN.

14. Anroputm OCRA - anropuTm B3auMHOM ayTeHTUPUKALMM HAa OCHOBE B3aMMOAENCTBMA 3aNpPOCOTBET.

15. BbasoBaa moaesnb pasrpaHuyeHma goctyna B UNIX-nogobHbil cuctemax. Macka goctyna gns ¢annos m

KaTanoros.

16. Yyet nonb3osateneit 8 UNIX-nogobHbiii cuctemax. ®ainn /etc/passwd. Yuet rpynn. XpaHeHue naposein 8 UNIX-

noAo6HbIN cucTEMAX.

17. MNcesaononb3oBatenn. CtTaHaapTHble nosb3osaTtenu 1 rpynnbl B UNIX-noaobHbi cuctemax. Co3gaHne HOBOro

noNb30BaTeNA.

18. ®daiinbl KOHOUIYypaLMM CUCTEMBI yUYeTa Nosib3oBaTenei B Linux. MHMLMannsauma gomallHero Katanora HoBOro

noNb30BaTeNA. CTaH,EI,apTHbIe YTUINTbI yNnpaBaeHUA y4eTHbIMU 3aN1UCAMU B Linux.

19. Linux: Bxog nonb3oBaTenia B CUCTEMY.

20. PAM. Mogynn PAM. KoHourypauma PAM. Kputepum ycrnewwHom ayTeHTUGUKaLUK. PacluMpPeHHbIN CTUAb

KoHburypauum B Linux.

21. Cnucky KOHTPOAS A0CTYNa U AOMNOAHUTENbHbIE aTpUbyTbl dalinoB B GpaitnoBbix cuctemax Linux.



22. Cucrtema sudo. Mpasuna sudo. ®ainn sudoers. KypHan sudo.

23. 06A3aTeNIbHbIN KOHTPO/Ib LeIOCTHOCTM M KOHTPOJIb YYeTHbIX 3anucert B Windows
24. OrpaHuyeHue Ucnoab3oBaHuA NpuaoxerHuii B Windows

25. MeceTeBon aKkpaH Linux

26. MexceTeBow akpaH Windows

27. Ayaut 6e3onacHocTy B Linux

28. Ayaut 6e3onacHoctv B Windows

OnucaHue TeXxHoNormmn nposeaeHuA

CobecenoBaHue Npom3BoOAMUTCA B GOpMe YCTHOrO OTBETa Ha 3aJaHHbIi Bonpoc. Mpn HeobxoaAMMocTV NpenoaasaTesib
MOMKeT 334aBaTb YTOUYHAIOLLME BONPOCHI.

Tpe60BaHUA K BbINOJIHEHUIO 3a4aHUIA, LWKa/bl U KPUTEPUMN OLLEHMBAHUA

OueHKa 3HaHUIM, yMeHUIA U HaBbIKOB, XapaKTepu3ytoLLasa 3Tanbl GOPMUPOBaAHMA KOMNETEHUMIA B pamMKax U3yyeHus
OMCLUMNINHbI, OCYLLLECTB/IAETCA B XOAE TEKYLLLEN M NPOMEKYTOUHOM aTTecTaumid. Mpu oueHMBaHUM pe3yibTaToB
NPOMEXKYTOUYHOM aTTecTaumm UCMO/b3YeTCAa KOIMYECTBEHHAA WKaa oueHoK. OLeHKM 3a KOHTPO/IbHYIO paboTy U
nabopaTopHble paboTbl CKAaAbIBAOTCA C OLLEHKOM, NOly4eHHOM Ha cobeceioBaHUK, pe3yibTaT HopmupyeTea K 100
6anbHOM LWKane. MoaydyeHHoe 3HaYeHWe onpeaenser ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLMIA U UTOTOBYIO OLLEHKY
(BocTaTouHbIM — yA0BNETBOPUTENBHO, XOPOLLIO, OT/IMYHO MW HEAOCTAaTOUYHbIN — HEYA0BAETBOPUTE/IbHO) COr/TacHO
cnepylowen wkane:

e  OLEHKa «oTanM4yHo» — 90...100 6annos

®  OUueHKa «xopolwwo» — 70...89 6annos

®  OUEHKa «yaoBnetTBoputenbHo» — 50...69 6annos
®  OUEHKa «HeyaosneTsopuTenbHo» —0...49 6annos



